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ABSTRACT: Traditional electronic voting systems are centralized and prone to security issues such as vote tampering,
data manipulation, and lack of transparency. Since all voting data is usually stored and managed by a single authority,
these systems create a single point of failure and reduce public trust in the election process. Ensuring fairness, accuracy,
and transparency in voting has therefore become a major challenge in modern electronic voting systems. To overcome
these limitations, this project proposes a Secure E-Voting System using Block chain Technology. Blockchain provides
a decentralized and immutable ledger where votes, once recorded, cannot be altered or deleted. Smart contracts are
used to automatically enforce voting rules such as voter eligibility andthe one-person-one-vote principle, reducing
human intervention. This approachimproves security, transparency, and trust, making the voting process more
reliableand tamper-resistant.

L. INTRODUCTION

One essential component of democracy is voting, which gives people the ability to voice their thoughts on important
issues and influence national destiny. Traditional voting procedures, such as using paper ballots, have proven popular
over time due to their dependability and simplicity. But they frequently struggle with inefficiencies, logistical issues,
and fraud vulnerability. Electronic voting (e-voting) systems became a viable alternative with the development of
technology, providing speedier results, scalability, and ease. Notwithstanding these advantages, e-voting systems still
have a lot of trouble satisfying the strict security, confidentiality, transparency, and verifiability standards that are
essential to preserving political integrity and voter trust. Reliance on centralized authority or reliable third parties is one
of the main drawbacks of traditional electronic voting methods. Concerns about voter privacy protection and the
validity and integrity of election results are brought up by this dependence. Security flaws including vote tampering,
identity theft, and system breaches have made it more difficult for e-voting to become widely used. Blockchain
technology, a decentralized and unchangeable ledger system, has emerged as a game-changing remedy for updating
electronic voting procedures in response to these worries. Decentralization, transparency, and immutability are intrinsic
qualities of blockchain technology that make it a prime contender to address the security and trust concerns related to
electronic voting systems. By doing away with the necessity for centralized authorities, blockchain improves voter
anonymity and data integrity. Modern cryptographic techniques like blind signatures, holomorphic encryption, and
zero-knowledge proofs bolster security even more, guaranteeing that votes are verifiable and private without
jeopardizing voter privacy.

OVERVIEW

These difficulties demonstrate the need for a more reliable and scalable system that can manage the intricacies of actual
elections while upholding high standards of security and dependability. Through the creation of an enhanced
blockchain-based electronic voting system, the proposed study seeks to overcome these constraints. Utilizing a Proof of
Authority (POA) consensus mechanism in conjunction with a Permissioned Blockchain infrastructure, the system
maintains high efficiency while guaranteeing decentralized vote validity. Secure multi-factor voter authentication,
candidate selection powered by smart contracts, and tamper-proof vote recording are essential elements. By addressing
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vulnerabilities like identity theft, vote tampering, and data breaches, the system offers an electoral process that is
transparent and auditable. In addition to helping to create a safe and trustworthy electronic voting system, this study
opens the door for further developments in digital democracy. In order to provide free, fair, and reliable elections in the
digital age, the suggested framework intends to revolutionize electoral procedures by utilizing blockchain technology
and cutting-edge cryptographic methodologies. The study's creative methodology demonstrates how blockchain
technology might address significant e-voting issues while striking a balance between security, scalability, and user-
friendliness, ultimately promoting more trust in democratic institutions around the globe.

II. LITERATURE REVIEW

1. Design and Implementation of a Secure and Transparent Decentralized Voting System using Blockchain
Technology

The integrity and transparency of voting systems are fundamental to the democratic process; however, traditional
voting mechanisms often encounter issues such as fraud, manipulation, limited transparency, and centralized control.
To address these challenges, this research proposes a decentralized voting system utilizing blockchain technology. The
system leverages the Ethereum blockchain, smart contracts developed in Solidity, and a React.js-based frontend
integrated with Web3.js and MetaMask to ensure secure voter authentication, transparent vote casting, and immutable
vote recording. Voter and candidate registrations are managed through decentralized smart contracts, and all
transactions are permanently stored on the blockchain, providing public verifiability while preserving voter anonymity.
Development and testing were conducted in a simulated environment using Ganache and the Truffle Suite, allowing for
extensive validation of system functionalities. Experimental results demonstrate enhanced security, real-time result
computation, prevention of double voting, and elimination of any single point of failure. This decentralized architecture
significantly improves trust, transparency, and security in electoral processes, offering a scalable and reliable model for
the future of electronic voting systems. Index Terms— Blockchain, Decentralized Voting, Ethereum, Smart Contracts,
Solidity, Web3.js, MetaMask, Ganache, Truffle Framework, E-voting Systems.

2.Design and Implementation of a Blockchain-Based E-Voting System with Enhanced Voter Authentication
Focusing on tackling important issues such security, transparency, and voter confidence, this paper investigates the
improvement of e-voting systems by means of blockchain technology. Using a Permissioned Blockchain with a Proof
of Authority (POA) consensus mechanism guarantees distributed and tamper-proof vote validation in the proposed
system. Important characteristics include smart contract-driven candidate selection, safe voter identification utilizing
multi-factor approaches, and immutable vote recording to eradicate vulnerabilities such identity fraud and vote
tampering. Furthermore enhancing system dependability and usefulness are scalability enhancements and errorhandling
systems. By tackling constraints in current e-voting systems, this paper emphasizes blockchain's ability to transform
digital democracy by offering a scalable, transparent, and safe framework for next election procedures.

3.Decentralized E-Voting System Using Blockchain For Secure Elections

Electronic voting has emerged as a promising alternative to traditional ballot systems; however, concerns related to
voter identity verification, vote tampering, and result manipulation continue to hinder widespread adoption. This paper
presents a blockchain-based secure voting system that integrates decentralized ledger technology with multi-factor
authentication to enhance election transparency, integrity, and trust. The proposed system leverages Ethereum-
compatible smart contracts to enforce immutability and prevent double voting, while Twilio’s OTP verification bridges
real-world identity with blockchain wallet authorization. A structured election state machine governs the lifecycle of
voting, ensuring controlled participation and result publication. Security mechanisms such as access control modifiers,
reentrancy protection, and gas-optimized data structures further strengthen the system. The architecture demonstrates
how decentralized governance combined with off-chain identity verification can deliver a secure, transparent, and
auditable digital voting framework suitable for institutional and organizational elections.

4. Design and Implementation of a Secure and Transparent Decentralized Voting System using Blockchain
Technology

The integrity and transparency of voting systems are fundamental to the democratic process; however, traditional
voting mechanisms often encounter issues such as fraud, manipulation, limited transparency, and centralized control.
To address these challenges, this research proposes a decentralized voting system utilizing blockchain technology. The
system leverages the Ethereum blockchain, smart contracts developed in Solidity, and a React.js-based frontend
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integrated with Web3.js and MetaMask to ensure secure voter authentication, transparent vote casting, and immutable
vote recording. Voter and candidate registrations are managed through decentralized smart contracts, and all
transactions are permanently stored on the blockchain, providing public verifiability while preserving voter anonymity.
Development and testing were conducted in a simulated environment using Ganache and the Truffle Suite, allowing for
extensive validation of system functionalities. Experimental results demonstrate enhanced security, real-time result
computation, prevention of double voting, and elimination of any single point of failure. This decentralized architecture
significantly improves trust, transparency, and security in electoral processes, offering a scalable and reliable model for
the future of electronic voting systems.

III. IMPLEMENTATION

EXISTING SYSTEM

» Most current e-voting systems use a centralized server to store all votes. The authority managesthe entire voting
process.

» Votes are stored in traditional databases that can be edited manually. Voters have limited visibilityinto how votes
are recorded.

» Vote counting is done manually or by centralized Software. There is no automatic verificationofresults.

» The system depends entirely on administrative control. Any system failure can disrupt the electionprocess.

3.1. DISADVANTAGES OF EXISTING SYSTEM

» Centralized servers are vulnerable to hacking or tampering. A single point of failure can affect thewhole election.

» Manual vote counting may lead to human errors. This reduces accuracy and reliabilityof results.[. Voters cannot
verify if their votes were recorded correctly. This creates trust issues and reducesconfidence.

» Data in traditional databases can be modified or deleted. This decreases transparency and exposesthe system to
fraud.

3.2. PROPOSED SYSTEM

» Our system uses a decentralized blockchain network to store all votes. This eliminates thesinglepoint of failure
found in traditional systems.

» Voting rules are enforced using smart contracts to ensure one voter — one vote. Votes areautomatically recorded and
cannot be altered.

» All votes are stored in an immutable blockchain ledger, ensuring data integrity. Voters can verifytheir vote without
compromising privacy.

» Vote counting is automatic and transparent through the smart contract.This reduceshumanintervention and
eliminates manual errors or bias.

3.2.1. ADVANTAGES

» Blockchain stores votes in immutable blocks, so once a vote is recorded it cannot be changed ordeleted.

» All voting transactions can be verified on the blockchain without revealing voter identity,increasing trust in the
system.

» Smart contracts automatically ensure that each voter can vote only once, preventingduplicate orfake voting

» Automatic vote counting through smart contracts eliminates manual errors and enablesquickresult declaration.

WORKING

1.User Authentication Module

* Provides secure login for Admin, Officer, and Voter.
« Verifies user credentials and OTP.

* Prevents unauthorized access.

2. Role-Based Access Control Module

* Assigns roles like Admin, Officer, and Voter.
« Restricts actions based on user role

* Improves system security.
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3. Voter Registration Module

* Stores voter details securely

* Allows only registered voters to vote
* Prevents duplicate voter entries

4. Election Management Module
* Enables Admin to create elections
» Manages election start and end

* Stores election details securely

5. Candidate Management Module

* Allows adding and managing candidates
* Displays candidate list to voters

* Ensures valid candidate selection

6. Blockchain Network Module

» Maintains decentralized blockchain ledger
* Stores all votes securely

* Removes single point of failure

IV. SAMPLE OUTPUT

#| OFFICER PANEL

VOTER REGISTRY

ELECTIONSE

TN ELECTION

1 #866519 #725388
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ACTIVE ELECTIONS

2026 General Election

V. CONCLUSION

The proposed blockchain based electronic voting system offers a secure, transparent, and reliable solution for
conducting digital elections. By integrating OTP based voter authentication with blockchain smart contracts, the system
ensures that only verified individuals are allowed to participate in the voting process. Each vote is recorded as an
immutable transaction on the blockchain, preventing alteration, deletion, or manipulation after submission. The use of
smart contracts enables automatic enforcement of election rules, including candidate management, voter authorization,
and the one person one vote principle. The experimental results demonstrate that the system performs efficiently in
terms of authentication accuracy, transaction validation, and result generation. OTP verification successfully prevents
unauthorized access, while blockchain storage guarantees tamper proof record keeping. The administrative module
ensures structured control over election phases, including activation, closure, and result publication. Performance
testing indicates stable operation under simulated voting conditions, with acceptable transaction confirmation times and
consistent system reliability. Overall, the proposed framework effectively addresses the major limitations of traditional
and centralized electronic voting systems, such as lack of transparency, vulnerability to manipulation, and dependence
on a single authority. By combining decentralized ledger technology with secure identity verification, the system
strengthens trust, accountability, and fairness in the electoral process. With further optimization and scalability
improvements, the framework has strong potential for real world implementation in institutional, organizational, and
governmental elections.

REFERENCES

1. Satoshi Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System”, October 2008.

2. Chaum, D., Essex, A., Carback, R., Clark, J., Popoveniuc, S., Sherman, A. and Vora, P. (2008). “Scantegrity: End -
to- end voterveriable opticalscan voting.” , IEEE Security Privacy, vol. 6, no.

3, pp. 40-46, May 2008. 3. Ahmed Ben Ayed, “A Conceptual Secure Blockchain- based Electronic Voting System”,
International Journal of Network Security & Its Applications (IINSA) Vol.9, No.3, May 2017

4. Gaby G. Dagher , Praneeth Babu Marella , Matea Milojkovic and Jordan Mohler, “BroncoVote: Secure Voting
System using Ethereum’s Blockchain”, In Proceedings of the 4th International Conference on Information Systems
Security and Privacy (ICISSP 2018), pages 96-107, 2018

5. Freya Sheer Hardwick, Apostolos Gioulis, Raja Nacem Akram, and Konstantinos Markantonakis, “E-Voting with
Blockchain: An EVoting Protocol with Decentralisation and Voter Privacy”, ISG-SCC, 2018.

6. Nir Kshetri and Jeffrey Voas, “Blockchain-Enabled E-Voting”,IEEE Software Vol.35 Issue 4, 2018.

7. Chaum, D., Essex, A., Carback, R., Clark, J., Popoveniuc, S., Sherman, A. and Vora, P. (2008). “Scantegrity: End-
to- end voterveriable opticalscan voting.” , IEEE Security Privacy, vol. 6, no. 3, pp. 40-46, May 2008.

8. Adida, B.; ‘Helios (2008). “Web-based open-audit voting.”, in Proceedings of the 17th Conference on Security
Symposium, ser. SS’08. Berkeley, CA, USA: USENIX Association, 2008, pp. 335348.

IJIRSET©2026 | An1SO 9001:2008 Certified Journal | 4323



http://www.ijirset.com/

INDIA

INTERNATIONAL JOURNAL
OF INNOVATIVE RESEARCH

IN SCIENCE | ENGINEERING | TECHNOLOGY

INTERNATIONAL '
‘ ‘ STANDARD INNO SPACE
SERIAL
' \ NUMBER SJIF Scentific Journal Impact Factoe

[ 3940572 462 [© 6381907 438 [ ijirset@gmail.com 5

WW.ijirset.com



